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Maltego Exercise

1. Task Description

Please perform your own maltego analysis. You will work with the Community Edition and before you begin
you need to setup a free account on https://maltego.com. Your task is to do a short analysis of
https://compass-security.com. Your report should include the following content:

1. list domains owned by Compass Security
2. list ip addresses used by Compass Security

2. Solution
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1. Start with the entity domain and name it https://compass-security.com

&

CDI‘I'IFIESS-SECUFHZ‘;,-‘. com




maltego#1.md

2. Run Transform To Domain (find other TLDs)
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3. Run Transform DNS from Domain (All operations)
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4. After doing this step | collect all IP Adresses used by Compass Security

s @ T ' P
compass-security.de nsl.compass-security.com  ww.compass-security.ch W compass-security.ch compass-security.org

-~ i -~
® ®© e
P penetrationtest.ch csnc.at m

@' @ csnc.de
hubersuhrer.com csnc.ch 80.74.140.119
|h’ —

193.135.215.40

mx2.compass-security.com mxl.compass-security.com

D D]

S
B

o s

62.2.85.154 193.135.215.41




maltego#1.md 10/18/2020

5. Next | search for domains that are linked with the compass-security.com nameservers

6. This give me a list of all domains owned by Compass Security
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7. Summary of all DNS Names collected from Compass Security




